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Jean-Jacques Quisquater
� Ingénieur en math appliquées (UCL)
� PhD in computer science (Orsay, LRI)
� Philips Research: durant 20 ans
� UCL, professeur en cryptographie: durant 20 ans après
� 20 brevets dont GQ
� Introduction crypto forte (DES, RSA) dans la carte à puce
� ISO : éditeur prinicpal de la première norme de signature digitale
� Projet initial sur les blockchains (voir plus loin) : 1996
� Enseignant ENS, rue d’Ulm, en cryptographie (1991-2002)
� 250 publications en cryptographie, sécurité, …
� Actuellement formateur, conseiller pour start-up et consultant
� Impliqué en ce moment dans 4 ICO avec blockchains (pas 

académique)



Bitcoin: paper
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Blockchain?

� Satoshi Nakamoto is not using at all the 
word « blockchain »: only one time chain
of blocks …

� Who was the first to use it? I don’t know 
… 



The beginning of blockchains: 
this cover!
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The story 
to bitcoin 
is long, 
unknown, 
incomplete
…
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Identity of a file (Merkle)
� Use of a function (algorithm, recipe, …) with

very special properties,

� Function of cryptographic hash (one-way
funtion),

� Known long time ago (Jevons, 1874), and
first based on factorisation! It is easy to 
multiply two integer numbers but it is
complicated knowing only the result to 
recover the two initial numbers (in general).
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Proof of work (PoW), and others

� Dwork and Naor (1993) :
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E-cash: the idea is first in 
sci-fi book(s)

� "La nuit des temps" : René Barjavel 
(1968) …
◦ See also "La sphère d’or" by Erle Cox 

(1919-1925),

� Used by Roland Moreno, etc (1973) 
for the first "smart" cards,
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E-cash: David Chaum: 1981 (CACM)

Fundamental paper: 
◦ "Untraceable Electronic Mail, Return Addresses, 

and Digital Pseudonyms"
� Tor, e-cash, privacy, … using cryptography,
� Set the right problem: avoiding the double spending,
◦ Found a solution (if you use twice a token you’re 

giving your secret key and you lost everything),
◦ European project CAFÉ (1989 …) : used a 

secure smart card with cryptographic processor 
(I did the design) as a trusted-third-party, 
◦ Digicash : a long story in Amsterdam.
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The ESPRIT Project CAFÉ
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The early history of 
blockchains



Timestamping ("horodatage", 
"estampillage" in french)
� Old problems

� "le cachet de la poste faisant foi" !!! 
◦ No law or rule about that!
◦ See https://www.arcep.fr/index.php?id=12335 and this citation 

…
◦ « en France, aucune disposition juridique n’impose aux 

prestataires de services postaux l’obligation d’apposer un cachet 
postal sur les plis qu’ils acheminent. De même, aucun texte ne 
définit la notion de « cachet de la poste », ni ne précise les 
mentions qu’il doit comporter pour apporter une sécurité 
juridique suffisante. »,
◦ the concept of hour and date is not simple J see

https://fr.wikipedia.org/wiki/ISO_8601

� Synchronisation of schedules of trains (stations = local solar
hour at the beginning): Einstein, was thinking about that
(really!) and it was restricted relativity, and then … the GPS !

https://www.arcep.fr/index.php?id=12335


Time: synchronization
(schedules of trains)
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« Cachet de la poste faisant foi »
(illisible is not a problem for the post 
office because there is no rule!)
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Example of a (public): ledger
how to know the order of 
operations?
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Example of a (public): ledger
how to know the order of 
operations? Add a chain.
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A more secure one (order?)
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digitalisation

� How to name a file (binary) ? Associate 
the hash of the content,

� Use of a hash function (cryptographic)

� Special function easy to compute, very
complicated to inverse.
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Spike file and blockchain
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message or file spike
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chain

block



More secure ones
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Choice for internet (1963: Baran) 
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Choice for internet (1963: Baran) 
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Peer to peer ("virtual")
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The inventors: Haber and Stornetta

[1] S. Haber, W. S. Stornetta: “How to time-stamp
a digital document”, Journal of Cryptology, 
January 1991, Vol. 3, Issue 2, pp 99–111 (first 
presented at CRYPTO ’90). (see also patent US 
5136647 A).

Two solutions: one with TTP, the other one 
decentralized (= nearly the blockchain of 
bitcoin).

[2] J. Benaloh, M. de Mare: “Efficient Broadcast 
Time-Stamping”, TR from Clarkson University, 
1991/1992.
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Patents (no longer valid)
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Then voting: 1991: 
Josh Benaloh-de Mare

� With reference to the work of Stuart Haber

� Then there was "The Chinese Lotto"
(also 1991: an early proof of work, by JJQ 
and Yvo Desmedt),

� Then the Belgian TIMESEC project …
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Belgian project TIMESEC: 1996-1998

� With the support of Stuart Haber,
� Implementing his ideas and improving it also

by implementations and tests,
� Two servers, but in theory many ones,
� Also using 2 hash functions in parallel, 

Merkle trees, accumulators, aso,
� ISO: yes we proposed the use of blockchains 

to ISO-IEC WD 18104 (SC27)
� IETF (Internet Engineering Task Force): 

yes we proposed there the use of 
blockchains in 1997!
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https://www.ietf.org/


Some public references
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Nothing really new! We proposed
to study scalability, granularity …
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� In 2001 there was a report from the bank
of Japan,

� Study of 7 timestamping systems including
TIMESEC,

� Set the pratical problem of distributed
consensus, and, in some sense, it was a call 
for constructing something like bitcoin. 
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Blockchain here …
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Who are these authors?
� Une, Masashi, and Tsutomu Matsumoto,

� The author of bitcoin is: 
◦ Satoshi Nakamoto,

� Curious coincidence!?

� Better, Satoshi is a reference:
◦ Takura, Akira, Satoshi Ono and Shozo Naito
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Who is Masashi UNE?
� Majored in experimental economy! 

� Research subjects: cryptography linked to 
financial services,

� Related to cryptographic systems of 
distributed chaining and trusted!
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Bitcoin: paper again
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� The inventor of bitcoin knows very well
this story.

� Out of 8 references 5 references are 
Haber, Merkle, and … JJQ.

� Thanks to him. Curiously Satoshi cites the 
less known paper from an unknown
conference (40 participants) in Benelux 
… Was he there?
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References of the bitcoin paper: 
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Question: why invented so early
without use?

� People didn’t think it was important, 

� People didn’t understand very well the 
concept of distributed computation (that
is, peer-to-peer) and then waiting for 
bittorrent, gnutella and napster, …

� Then bitcoin was coming! And people saw
the blockchain inside.
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More! We introduced
an ISO project going
to a

Standard ISO: 2004-
2009-2014 …2019
Yes linked tokens is
blockchain (so
standard from 2004)



perspectives
� Be careful with smart contracts (language solidity too powerful!)

◦ Models for contracts (limited)

◦ Analyzers: not mature …

◦ Trust about a contract (notary again?)?

� Proof of work (aso): also proof of speed (ammbr.com) 

� Avoid strong or fast standardization

◦ Everybody is doing it: ENISA, IETF, NIST, …

� Evolution of security: we don’t know all the attacks

� Evolution of cryptography:

◦ Strong enough primitives?

◦ Quantum computers

◦ NSA and NIST

� Research continues: Cryptology ePrint Archive: Report 2017/775 Proofs of 
Work for Blockchain Protocols

Marwa Chaieb, SouheibYousfi, Pascal Lafourcade, Riadh Robbana

� Well-known solutions for blockchains exist, see …
Juan A. Garay and Aggelos Kiayias and Giorgos Panagiotakos

� Snake oil (see other presentation)



standards
� IETF: https://trac.ietf.org/trac/irtf/wiki/blockchain-federation

(DINRG)

� ENISA:  https://www.enisa.europa.eu/news/enisa-news/enisa-
report-on-blockchain-technology-and-security

� W3C: https://www.w3.org/community/blockchain/

� NIST: https://github.com/usnistgov/Blockchain

� NB: 
https://www.internationalairportreview.com/news/33288/7-
principles-blockchain-wave/

https://trac.ietf.org/trac/irtf/wiki/blockchain-federation
https://www.enisa.europa.eu/news/enisa-news/enisa-report-on-blockchain-technology-and-security
https://www.w3.org/community/blockchain/
https://github.com/usnistgov/Blockchain
https://www.internationalairportreview.com/news/33288/7-principles-blockchain-wave/


ZK: What we need

� commitments (coin-flipping),

� zero-knowledge (general idea, proof of 
graph isomorphism) 



Problem of identification

� How to do that?
� How secure is it?
� Better?

� Who is Alice, Peggy, … and others?
� Remotely.



Access control 
(login: Baran, 1963)

PROVER VERIFIER
Password PW

Computer (verifier)
warden

car
terminal

User (prover)
visitor
driver
card

Identity Id

L spy (on-line)
L fake prover (copy or false identity)
L fake verifier
L database of users and passwords (hash or ?) 



Problems: prover side

� Copy of the password (stealing, coercion, 
radiations, …), and use in another
context,

� Spying during the communication, …



Problems: verifier side

� Terminal side: (fake terminal, coercion, 
radiations, …),

� Several terminals for verification,

� How to verify? Need of some initial 
reference!



Better?

� One-time password! Any copy is not 
useful anymore,

� Solution: don’t use the password!

� Implementations!



solutions

PROVER VERIFIER

User (prover)
visitor
driver
card

Computer (verifier)
warden

car
terminal

Ç



solutions

PROVER VERIFIER

Œ proof of
possession of

password

User (prover)
visitor
driver
card

Computer (verifier)
warden

car
terminal



solutions

PROVER VERIFIER

Œ proof of
possession of

password

User (prover)
visitor
driver
card

Computer (verifier)
warden

car
terminal

� new proof for
each interaction



solutions

PROVER VERIFIER

Œ proof of
possession of

password

User (prover)
visitor
driver
card

Computer (verifier)
warden

car
terminal

Ç
� new proof for
each interaction

• no possible copy of password (always inside) and 
tamperresistant object



Smart cards

� Physically secure object (permament
memory, …),

� Computing power for cryptography,
� Related to people (biometry?, possession, 

…)



Graph isomorphism

a mapping f of  the vertices of  g to 
the vertices of  h such that g and h are 
identical, i.e. (x,y) is an edge of  g iff
(f(x),f(y)) is an edge of  h.



What is a Zero- Knowledge Proof?
A zero-knowledge proof is a way that a 

“prover” can prove possession of a 
certain piece of information (bits) to a 
“verifier” without revealing it.

This is done by manipulating data provided 
by the verifier in a way that would be 
impossible without the secret information 
in question.

A third party, reviewing the transcript 
created, cannot be convinced that either 
prover or verifier knows the secret.



Proof of possession of password

� Protocols zero-knowledge (Fiat-Shamir, 
GQ, …)

� Only using the password in an internal
computation

� Verification of the proof is very specific



The Cave of the Forty Thieves
(Ali-Baba)



The Cave of the Forty Thieves





Peggy knows the secret of the cave. She wants 
to prove her knowledge to Victor, but she 
doesn’t want to reveal the magic words. 
Here’s how she convinces him:
(1) Victor stands at point A.
(2) Peggy walks all the way into the cave, 
either to point C or point D.
(3) After Peggy has disappeared into the cave, 
Victor walks to point B.



(4) Victor shouts to Peggy, asking her 
either to:

(4.1) come out of the left passage or
(4.2) come out of the right passage.

(5) Peggy complies, using the magic 
words to open the secret door if she has 
to.
(6) Peggy and Victor repeat steps (1) 
through (5) n times.



Comment.
The technique used in this protocol is 
called cut and choose, because of its 
similarity to the classic protocol for 
dividing anything fairly:
(1) Peggy cuts the thing in half.
(2) Victor chooses one of the halves for 
himself.
(3) Peggy takes the remaining half.
It is in Peggy’s best interest to divide fairly 
in step (1), because Victor will choose 
whichever half he wants in step (2).



Applications

� Zero-knowledge proofs can be applied 
where secret knowledge too sensitive to 
reveal needs to be verified

� Key authentication
� PIN numbers
� Smart cards



Limitations

� A zero-knowledge proof 
is only as good as the 
secret it is trying to 
conceal

� Zero-knowledge proofs 
of identities in particular 
are problematic

� The Grandmaster 
Problem

� The Mafia Problem
� etc.



GQ protocol (1988)
� System Parameters
◦ Private:  p, q, s=v-1 mod f(n)
◦ n = pq, v >2 

� User Parameters
◦ The secret of A with JA=f(IA) is JA-s mod n

� Protocol Messages (Repeat t times)
◦ A sends to B(Commit): IA, x=rv mod n for a random r
◦ B sends to A(Challenge):  a random e with 1 ≤ e ≤ v
◦ A sends to B(Response):  y=r sA

e mod n

� Verify
◦ B computes  z = JAeyv mod n 

◦ Accept  A’s proof of identity if z = x and z ¹ 0



References
� Blum, M., “How to Prove a Theorem So No One Else Can Claim It”, Proceedings of 

the International Congress of Mathematicians, Berkeley, California, 1986, pp. 1444-
1451

� Camenisch, J., M. Michels, “Proving in Zero-Knowledge that a Number is the Product 
of Two Safe Primes”, Eurocrypt ’99, J. Stern, ed., Lecture Notes in Computer Science 
1592, pp. 107-122, Springer-Verlag 1999

� Cramer, R., I. Dåmgard, B. Schoenmakers, “Proofs of Partial Hiding and Simplified 
Design of Witness Hiding Protocols”, Advances in Cryptology – CRYPTO ’94, 
Lecture Notes in Computer Science 839, pp. 174-187, Springer-Verlag, 1994

� De Santis, A., G. di Crescenzo, G. Persiano, M. Yung, “On Monotone Formula Closure 
of SZK”, Proceedings of the 35th Symposium on the Foundations of Computer 
Science, pp. 454-465, IEEE, 1994

� Feigenbaum, J., “Overview of Interactive Proof Systems and Zero-Knowledge”, 
Contemporary Cryptology, G.J. Simmons, ed., pp. 423-440, IEEE Press 1992

� Quisquater, J.J., L. Guillou, T. Berson, “How to Explain Zero-Knowledge Protocols to 
Your Children”, Advances in Cryptology - CRYPTO ’99, Lecture Notes in Computer 
Science 435, pp. 628-631, 1990

� Stinson, D.R., Cryptography: Theory and Practice, CRC, 1995


